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[bookmark: _Toc534897586]Introduction
FIS WebScan is a software solution that is used by web applications to interface with USB based scanners, without the use of ActiveX or Java.  This manual is intended for those who have the responsibility of setting up and managing WebScan.
[bookmark: _Toc534897587]Supported Operating Systems
· Windows 8.1
· Windows 10
· Windows 11
[bookmark: _Toc534897588]Supported Browsers
· Google Chrome
· Microsoft IE 11
· Microsoft Edge
· Mozilla Firefox
[bookmark: _Toc534897589]Software Requirements
· Microsoft .NET Framework 4.5.1 or newer
[bookmark: _Toc534897590]Hardware Requirements
· USB 2.0/3.0
[bookmark: _Toc534897591]Supported Scanners
The following list is the scanners supported by WebScan.  You will need to review the supported scanner list provided with you Remote Deposit Client to verify what scanners it supports.
· Canon® CR-25*
· Canon CR-55*
· Canon CR-50
· Canon CR-80
· Canon CR-120
· Canon CR-135i
· Canon CR-150
· Canon CR-180 II*
· Canon CR-190i
· Digital Check® CX-30
· Digital Check SmartSource Expert
· Digital Check SmartSource Merchant Elite
· Digital Check SmartSource Micro Elite
· Digital Check SmartSource Professional
· Digital Check SmartSource Professional Elite
· Digital Check TS-230*
· Digital Check TS-240
· Digital Check TS-500
· Epson® S1000 CaptureOne
· Epson S2000
· Epson S9000
· Panini® I:Deal
· Panini Vision Next
· Panini Vision X
· Panini wI:Deal
· RDM® EC7000i*
· RDM EC7500i*
· RDM EC9100i
*Identifies scanners that have been discontinued by the vendor.  FIS will provide help to customers using these scanners but cannot guarantee a resolution of all potential issues. 
[bookmark: _Toc534897592]Technical Support
FIS customers with a maintenance plan can contact FIS Technical Support in two ways:
Visit https://my.fisglobal.com and open a ticket.
For critical issues, call the critical issues hotline at 1-888-41-TOUCH (86824)
If you company does not have a current maintenance contract, you will be billed at an hourly rate for use of these services.


[bookmark: _Toc534897593]Installation Scenarios
This section covers the various options available for new WebScan installations.
[bookmark: _Standard_Installation][bookmark: _Toc534897594]Standard Installation
This section provides general information on the installation process of the WebScan application.  The specific options may change, depending on the installation scenario and what pre-requisites have already been installed.
Execute the setup.exe to begin the installation process.
Depending on the workstation’s User Account Control (UAC) setup, you may be prompted with a confirmation dialog. If so, click Yes to continue.
[image: ]


If .NET needs to be installed, the .NET 4.5.1 End User Licensing Aggreement, click Accept to proceed. Otherwise, proceed to step 5.
[image: ]

After accepting the licensing aggreement, .NET will install through a series of dialogs.
a) Downloading the .NET installer.
[image: ]


b) Execution of the .NET installer
[image: ]
c) Extraction of the installer.
[image: ]
d) Downloading additional files required based on your system and completing the .NET installation.
[image: ]


The Welcome dialog displays. Click Next to continue.
[image: ]
The Select Installation Folder dialog displays. If you want to select where to install the software, click Browse and choose the location; otherwise keep the default location. When finished, click Next to install WebScan.
[image: ]


Enter the following parameters on the WebScan – Post Install Config dialog and click Next to continue.
The WebScan – Post Install Config behavior can be managed using the configuration xml.  For more information, see Setting Parameter Values. 
[image: ]
a) If you want WebScan to automatically check for updates, keep the “Check for Updates?” box checked.
b) In the Update URL field, specify the URL WebScan will use to check for new updates and to download from when updates are available.
c) Enter the domain URL of the website(s) allowed to connect to WebScan in the Remote Domain URL field and click Add Domain. 
d) When all configurations are entered, click Next to continue.


The WebScan – Post Install Config validation dialog is displayed. Click OK to continue.
[image: ]
The Installation Complete dialog is displayed. Click Close to complete the installation. 
[image: ]


When installation has completed, WebScan will automatically start, referencing the current version in the systray.
[image: ]
[bookmark: _Setting_Parameter_Values][bookmark: _Toc534897595]Setting Parameter Values
The WebScan msi installer can use an associated configuration xml file to set the values used in the Post-Install steps, like the update URL and origin domains. The file must be named the same as the msi package (WebScanCapture_Setup.xml). Only the values and behavior of the Post Install Config forms are impacted. This file does not manage any other installer behaviors. The configuration xml can be used when performing a manual or automatic update.
The contents of the file are:
<root>
	<CheckUpdate>Y</CheckUpdate>
	<UpdateURL>https://domain.fisglobal.com/webscan</UpdateURL>
	<IsQuiet>Y</IsQuiet>
	<OriginDomains>
		<domain>https://domain.fisglobal.com</domain>
		<domain>https://alternate.fisglobal.com</domain>
	</OriginDomains>
</root>
ChkUpdate - Sets the bool to determine if WebScan automatically checks the server for updates.  Options Y of N
UpdateUrl - Sets the URL used to check for updates and downloading new versions of WebScan.  This value is provided by your service provider.
IsQuiet – Determines if the WebScan Post Install Config dialogs are displayed during installation.
If ‘Y’, the configuration dialogs are not displayed.  Steps 10 and 11 are not shown from the Standard Installation workflow.
If ‘N’, the configuration dialogs are displayed, but prepopulated with the values configured in this file.
OriginDomains - A list of secure origin domains, each in their own <domain> tag, that can access WebScan.



[bookmark: _Toc534897596]Batch File Installation
WebScan can be installed using a batch file.  This allows for additional flexibility and scripting during the installation process
This section describes how to create a batch file to install WebScan with the desired input parameters. This can be used with both installers; the WebScan_CaptureSetup.msi and the setup.exe.
[bookmark: _Toc479081053][bookmark: _Toc497492765][bookmark: _Toc534897597]Command Line parameters
/quiet - Sets the installer to run in quiet mode.  There is no user interaction. (optional)
/passive – Sets the installer to run in unattended mode. The installation shows only a progress bar. (optional)
/forcerestart – The machine will be restarted after the installation complete.  (optional)
ChkUpdate - Sets the bool to determine if WebScan automatically checks the server for updates.  Default = Y. Options Y of N
UpdateUrl - Sets the URL used to check for updates and downloading new versions of WebScan.  This value must be obtained from your service provider.
Domains - A list of secure domains, separated by space then vertical line then space ( | ), that can access WebScan.
[bookmark: _Toc479081054][bookmark: _Toc497492766][bookmark: _Toc534897598]Sample Batch File
@ECHO OFF
SET WSDIRECTORY=%~dp0
cd /d "%WSDIRECTORY%"
WebScanCapture_Setup.msi /passive ChkUpdate=Y UpdateURL="https://www.domain.com/WebScanUpdate" Domains="https://www.domain.com | https://www.alternate.com " >> InstallLog.txt


[bookmark: _Toc534897599]Installation Workflow
1. Security Warning prompt is presented.  Click Run to continue.
[image: ]
If running in passive mode, the progress dialog is displayed.
[image: ]
When installation has completed, WebScan will automatically start, referencing the new version.
[image: ]


[bookmark: _Toc534897600]Update Scenarios
[bookmark: _Toc534897601]Auto Update
This section covers how WebScan automatically applies updates.  If WebScan is configured to check for new updates, it checks at start up and every 6 hours.
Version 17.0.1204 or newer is required for auto update to work.  Older versions must manually update. See Manual Update section for steps.
When an update is available, a pop up notification is shown to the user.
[image: ]
To manually check if an update is available, you can select the Check For Updates systray menu option.
[image: ]
If WebScan is on the most current version, an information dialog is display. Click OK to close the message.
 [image: ]
To Install the latest update, you must be logged in as a Windows administrator or manually select WebScan to Run as Administrator:
1. Right click on the WebScan systray icon.
[image: ]
2. Select Install Updates.
[image: ]
3. Depending on the workstation’s User Account Control (UAC) setup, you may be prompted with a confirmation dialog. If the user does not have the required Windows permissions to apply updates, esclated credentials can be provided within the confirmation dialog. Contact your system administrator to apply the update. Once you are ready to proceed, click Yes to continue.
a. UAC confirmation dialog.
[image: ]


b. UAC confirmation dialog requiring administrative permission.
[image: ]

4. After selecting Install Updates, WebScan will exit and a download progress dialog is displayed. 
 [image: ]


5. If there is an error with the downloaded files, an error message is displayed. Click OK to exit the installation and contact your system administrator.
a. If there is an error downloading the configuration file, the following message is displayed:
[image: ]
b. If there is an error downloading the WebScan installer, the following message is displayed:
[image: ]
c. If the WebScan installer does not pass code validation, the following message is displayed:
[image: ]
6. Installation will start immediately after the download is complete.
[image: ]

7. When installation has completed, WebScan will automatically start, referencing the new version in the systray.
[image: ]

[bookmark: _Toc534897602]Auto Update Pre-18.0.1018
Starting with version 18.0.1018, the update process has been modified to improve the user experience. Updating from previous versions is supported, but the user experience is slightly different.
When an update is available, a pop up notification is shown to the user.
,[image: ]
If you would like to manually check if an update is available, you can select the Check For Updates sys tray menu option.
[image: ]
To Install the latest update, you must be logged in as a Windows administrator or manually select WebScan to Run as Administrator:
1. Right click on the WebScan systray icon.
[image: ]


2. Select Install Updates.
[image: ]
3. If the user does not have the required Windows permissions to apply updates, an information dialog is presented.
 [image: ]
4. Depending on the workstation’s User Account Control (UAC) setup, you may be prompted with a confirmation dialog. Click Yes to continue.
[image: ]


5. The update progress (which includes downloading the update) can be viewed by looking at the WebScan systray menu. 
[image: ]
6. Installation will start immediately after the download is complete. [image: ]
7. When installation has completed, WebScan appears to, but does not automatically start. Execute the WebScan shortcut on the Desktop to restart WebScan.  The new version is referenced in the systray.
[image: ]

[bookmark: _Manual_Update]

[bookmark: _Toc534897603]Manual Update
This process is when the user needs to manually update WebScan.
1. Obtain a local copy of WebScanCapture_Setup.mis and execute.
[image: ]
1. Presented with the Welcome dialog. Click Next.
[image: ]


1. Presented with the Installation Folder dialog. Click Next. 
[image: ]
Presented with the Confirm Installation dialog.  Click Next to continue.
[image: ]


Presented with the Installing WebScan dialog.
[image: ]
Depending on your system’s User Account Control (UAC) setup, you may be presented with confirmation dialog. Click Yes to continue.
 [image: ]


If WebScan is still running, you are presented with the Files in Use dialog. By clicking Continue, you can skip the rest of this step, but a system restart will be required after installation completes.
[image: ]
a. Right click on the WebScan systray icon.
[image: ]
b. Select Exit
[image: ]
c. Click Try Again. 



The Installation Complete dialog is presented.  Click Close to continue. 
[image: ]
If you choose Continue on step 7, you are presented with a dialog prompting a system restart.  Click Yes to complete the installation now, or No to manually restart later to complete installation.
[image: ]
When installation has completed, WebScan will automatically start, referencing the new version. If updating from version 18.0.706 or older, you will need to manually launch WebScan by executing the WebScan desktop shortcut.
[image: ]
[bookmark: _Auto_Update]

[bookmark: _Toc534897604]RDC Client Update
WebScan’s update process can be managed entirely by the RDC client.  In this scenario, the RDC client determines when WebScan checks for and applies the update.  While the notification and execution of the update experience will be different by RDC client, the WebScan update steps will be the same. Please refer to your RDC client provider for detailed information of this process.
WebScan must be on a minimum of 18.0.1018 to be managed by a RDC client.
1. The update progress (which includes downloading the update) can be viewed by looking at the WebScan systray menu. 
[image: ]
2. If there is an error with the downloaded files, and error message is displayed. Click OK to exit the installation and contact your system administrator.
a. If there is an error downloading the configuration file, the following message is displayed:
[image: ]


b. If there is an error downloading the WebScan installer, the following message is displayed:
[image: ]
c. If the WebScan installer does not pass code validation, the following message is displayed:
[image: ]
3. Depending on the workstation’s User Account Control (UAC) setup, you may be prompted with a confirmation dialog. If the user does not have the required Windows permissions to apply updates, esclated credentials can be provided within the confirmation dialog. Contact your system administrator to apply the update. Once you are ready to proceed, click Yes to continue.
a. UAC confirmation dialog.
[image: ]


b. UAC confirmation dialog requiring administrative permission.
[image: ]
4. If the user does not have the required Windows permissions to apply updates, an information dialog is presented. Click OK to exit the installation and contact your system administrator to apply the update.
 [image: ]
5. Installation will start immediately after the download is complete.
[image: ]

6. When installation has completed, WebScan will automatically start, referencing the new version. If upgrading from a version older than 18.0.1018, you will need to manually launch WebScan using the Desktop shortcut.
[image: ]


[bookmark: _Toc534897605]Uninstallation
Steps may vary slightly based on your operating system.
1. Select Start Menu.
1. Select Control Panel.
1. Select Programs and Features.
1. Select WebScan from the list of Programs.
1. Select Uninstall.
1. Depending on your system’s User Account Control (UAC) setup, you may be presented with confirmation dialog.  Click Yes to continue.
 [image: ]


[bookmark: _Toc534897606]System Tray Menu
This section reviews configuration and menu options available from WebScan’s system tray (systray) menu.
To get to the menu and configuration options.
1. Right click on the WebScan systray icon.
[image: ]
2. The systray menu displays
[image: ]
[bookmark: _Toc534897607]Log Viewer
The log viewer can be used to review logs from the last 7 days.
1. Select Open Log Viewer.
[image: ] 



1. Select the log entry for the desired session from the dropdown list.

[image: ]

1. Click Get Log to view the selected entry. 
[image: ]
1. When finished, close the dialog using clicking the red x button in the upper right hand corner.


[bookmark: _Toc534897608]Settings
Use the settings section to configure WebScan and specific scanner settings. 
Depending on your user’s privileges and the system’s User Account Control (UAC) setup, you may be presented with a confirmation dialog. Click Yes to continue.
[image: ]
 [image: ]


[bookmark: _Toc534897609]Panini Settings
This provides the Panini scanner settings that are available to access within WebScan.  To access, select Panini Settings from the Setting Type list.
[image: ]
Double-Feeding Detection Enabling – Determines if double feed detection is enable or not (0 -1, default is 1 enabled).
Power for Double-Feed Detection – Sets the power value of the photocell detecting the Double Feeding.  A higher value means fewer double feeds will be detected (2 – n, default is 5).
Delay for Double-Feed Detection – The Delay is the distance from the lead edge of the document where the test sampling of the sensors begins (10 mm – 150 mm from leading edge, default is 70mm). If a frequent false double feed is being detected due to a heavily printed signature. Increasing the Delay may resolve the problem.
Confidence for Double-Feed Detection – The sensor reading is sampled many times while the document passes in front of it.  The Confidence setting allows you to set the percentage of times the sensor must detect a double feed to report the double feed condition (2 – 10, default is 7). For example, if set at 7, then the sensor must be blocked in 70% or more of the samples to report a double feed.  A higher value means fewer double feeds will be reported.  The range for this setting is 2 to 10, representing 20% to 100% of samples reporting a double feed are required for the device to report a double feed.
Hole Filter Length – To avoid holes in the paper indicating document end (5 mm – 10 mm, default is 7 mm). 
Delay To Start Endorsement – Set the delay in print starting, referred to the leading edge of the document (0 mm – 220 mm, default is 0 mm). 
Max Symbols in MICR Code-Line – This parameter can reduce the MICR reading length. The value represents the maximum number of MICR symbols accepted (10 – 80, default is 80).
Min Document Length – This value is the minimum document length accepted (80 – 240 mm, default is 80).
Max Document Length – This value is the maximum document length accepted (80 – 240 mm, default is 240).

[bookmark: _Toc534897610]Canon Settings
This provides the Canon scanner settings that are available to configure within WebScan.  To access, select Canon Settings from the Setting Type list.
[image: ]
Enable Double-Feed Detection – Check box that enables/disables double feed detection for Canon scanners.  This is enabled by default.



[bookmark: _Toc534897611]SmartSource Settings
This provides the SmartSource scanner settings that are available to configure within WebScan.  To access, select SmartSource Settings from the Setting Type list.
[image: ]
Base Write Directory – This path must be a writable folder to extract temporary resources and save trace logs.  All files created here are overwritten on every SmartSource initialization. Default path is ‘C:\Program Files (x86)\FIS\WebScan’.
Base Config Directory – This path is used for user-customized .ini files, or Digital Check provided patches, which will be copied at initialization time to the Base Write Directory. Default path is ‘C:\Program Files (x86)\FIS\WebScan’.
Reader INI Path – The path to read the reader.ini file. Default path is ‘C:\ProgramData\FIS\WebScan\config\reader.ini’.
Endorse INI Path – The path to read the endorse.ini file. Default path is ‘C:\ProgramData\FIS\WebScan\config\endorse.ini’.
Image INI Path – The path to read the image.ini file. Default path is ‘C:\ProgramData\FIS\WebScan\config\image.ini’.



[bookmark: _Toc534897612]RDM Settings
This provides the Canon scanner settings that are available to configure within WebScan.  To access, select RDM Settings from the Setting Type list.
[image: ]
Enable Double-Feed Detection – Check box that enables/disables double feed detection for RDM scanners.  This is enabled by default
Double-Feeding Detection Sensitivity – Determines how sensitive is the double feed detection (1 – 100, default is 100).

[bookmark: _Toc534897613]Origin Domain Settings
WebScan requires cross-domain access to allow the RDC client access.  To prevent any website access to WebScan, origin domain settings configure a white list of domains.  If the RDC hosted domain is not configured within the origin domain settings, it will be prevented from communicating with WebScan.  More than one domain can be configured.
This configuration requires a user with admin rights to edit.  Basic users are limited to a read-only view.


[bookmark: _Toc534897614]Add a Domain
1. Select Origin Domain Settings. 
[image: ]
1. Insert the domain URL to allow access to WebScan. (i.e. if the RDC website is https://www.fisglobal.com/RDC/Login.html, the domain to add would be https://www.fisglobal.com). 
[image: ]


1. Click Add Domain.
[image: ]
1. Click Update. 
[image: ]
1. Clicking Yes will restart WebScan and apply the changes.  Clicking No, saves the changes, but does not restart WebScan to apply the changes.
1. Close WebScan Configuration.



[bookmark: _Toc534897615]Remove a Domain
1. Select Origin Domain Settings. 
[image: ]
1. Select the desired domain from the list.
1. Click Remove Selected.
1. Click Update.  
[image: ]
1. Clicking Yes will restart WebScan and apply the changes.  Clicking No, saves the changes, but does not restart WebScan to apply the changes.
1. Close WebScan Configuration.
[bookmark: _Updater_Settings]

[bookmark: _Toc534897616]Updater Settings
This section determines if WebScan checks for updates automatically, and where the update is available.  Changes will not take effect until after WebScan is restarted.  
This configuration requires a user with admin rights to edit.  Basic users are limited to a read-only view.
 [image: ]
Check for Updates? – Enables the auto update functionality.
Update URL: - The URL where the most current version is maintained.
If changes are made, click Update.
Clicking Yes will restart WebScan and apply the changes.  Clicking No, saves the changes, but does not restart WebScan to apply the changes.
[image: ]


[bookmark: _Toc534897617]Check For Updates
This option manually checks for a new version of WebScan.  If an update is required, the user can select the Install Updates option.  If the installed version is up to date, the current version dialog displays. Click OK to close this dialog.
[image: ]
[bookmark: _Toc534897618]Install Updates
This option initiates the download and applies the newest version of WebScan.  See the Auto Update section for more information.
[bookmark: _Toc534897619]View Updater Status
This option only displays if there was a failure connecting to the Update URL when checking for an update.  
[image: ]
If selected, it opens the WebScan Updater Status dialog to display what error occurred.
[image: ]


[bookmark: _Toc534897620]About
This option shows the current version and copyright information. 
[image: ]
[bookmark: _Toc534897621]Exit
This option will close WebScan.
[bookmark: _Toc479081055][bookmark: _Toc497492767]

[bookmark: _Toc534897622]Scanner Test Capture
WebScan is installed with a scanner test application that can be used to test the integration to the scanner API.  The does not utilize the signalr hub to access the scanner through WebScan, but to use the same code as WebScan to connect to the scanner.
To use the test application, 
1. Open the Start Menu and select WebScan | Scanner Demo Form.
[image: ]
2. The test form opens.
[image: ]
3. Select the desired Scanner Type:
[image: ]
4. If the scanner does not use an ink cartridge or you wish to not test the physical endorser, delete the contents in the Endorsement Text field.
5. Select the Start Scan button to begin.


[bookmark: _Toc534897623]Directory Structure
This section goes over the folder paths and files used by WebScan.
C:\Program Files (x86)\FIS\WebScan – the default installation path where the WebScan code, application executables and certificates are located.
C:\ProgramData\
a) config – Where the configuration files used by the scanners and WebScan are stored. The Origin Domain (domain.xml) and Updates (update.xml) configuration files are encrypted and can only be modified though the configuration interface.
b) log – Where session log files are retained.  WebScan keeps the last 10 days’ worth of logs.
c) PostInstall – Path where the post installation log is created.
d) Update – Path where WebScan downloads the latest version and creates a log file during the update process.
e) UpdateCheck – Path where WebScan creates a log file during the check for update process.


[bookmark: _Toc479081056][bookmark: _Toc497492768]

[bookmark: _Toc534897624]Post-Install Config
During installation, there are custom configuration actions performed to setup WebScan to run on the workstation.  If the IsQuiet is set to ‘Y’, this dialog is not displayed.
[image: ]
Configuration files copied successfully! – Files were successfully copied to the configuration path.
Update XML set successfully! – The update.xml file was successfully updated with the update URL.
Origin policy set successfully! – The domain.xml file was successfully updated with the configured domain(s).
Added WebScanCapture registry keys successfully! – WebScan components were registered with Windows.
Added Trusted Root SSL Certificate successfully! – Added FIS Certificate Authority certificate to the Trusted Root store.
Added Personal SSL Certificate successfully! – Added localhost certificate to the Trusted Root store.
Certificates bound successfully! – SSL certificates were bound to IP 127.0.0.1:58080.
URL reservation added successfully! – URL https://127.0.0.1:58080 was reserved for Everyone.
Added ‘Path’ System Environment Variable successfully! – The path to WebScan code (“C:\Program Files (x86)\FIS\WebScan”) was added to the environment variable ‘path’.
WebScan Application started successfully! – WebScan started without any recorded issues.
[bookmark: _Toc510181407]

[bookmark: _Toc534897625]Code Signing Certificates
Code signing is the process of digitally signing executables and scripts to confirm the software author, and guarantee that the code has not been altered or corrupted since it was signed. FIS updates their certificate every 2 years.  As a security measure, the WebScan auto update feature verifies that the code was signed by a certificate issued by FIS.  When a new certificate is issued, there is a transition period where a version of WebScan is signed with the old certificate, but now recognizes the new certificate.  The minimum version of WebScan for the auto update feature to recognize the new code certificate is 17.0.1204.
If WebScan does not recognize the installer package attempting to perform the upgrade, the user is presented with an error message.
[bookmark: _Toc479081057][bookmark: _Toc497492769][image: ]
If this occurs, the customer will need to contact support and have WebScan upgraded manually.  For more information, see the Manual Update section.



[bookmark: _Toc534897626]How to…
This section covers some processes used to validate or repair WebScan configurations.
[bookmark: _Toc479081058][bookmark: _Toc497492770][bookmark: _Toc534897627]Verifying SignalR hub
1. Open any browser
1. Browse to ‘https://localhost:58080/signalr/hubs’ 
1. If IE 11 or Edge, you are prompted to open or save hubs.js from localhost:[image: ]
If another browser, you are displayed our hubs.js file:
[image: ]				
[bookmark: _Toc479081059][bookmark: _Toc497492771][bookmark: _Toc534897628]Verifying Certificates
1. Open Microsoft Management Console (MMC.exe)
2. Under File, Select Add/Remove Snap-in…
3. Select Certificate
4. Select Computer account
5. Select Local computer: (the computer this console is running on)
6. Click OK.
7. Verify Certificate | Personal | Certificate | Issued To: localhost, Issued By: FIS Certificate Authority
[image: ]
8. Verify Certificate | Trusted Root Certification Authorities | Certificate | Issued To: FIS Certificate Authority.
[image: ]
[bookmark: _Toc479081060][bookmark: _Toc497492772][bookmark: _Toc534897629]Verifying SSL Certificate Bindings
1. Open CMD.exe Run as administrator
Type ‘netsh http show sslcert’ to verify the SSL Certificate bindings
[image: ]
[bookmark: _Toc479081061][bookmark: _Toc497492773][bookmark: _Toc534897630]Manually Add SSL Certificate Bindings
1. Open CMD.exe Run as administrator
1. Type ‘netsh http add sslcert ipport=127.0.0.1:58080 certhash=4dbc405fdbbfc721f91818221340ab99f884f19e appid={12345678-db90-4b66-8b01-88f7af2e36bf}’
[bookmark: _Toc479081062][bookmark: _Toc497492774][bookmark: _Toc534897631]Manually Delete SSL Certificate Bindings
1. Open CMD.exe Run as administrator
Type ‘netsh http delete sslcert ipport=127.0.0.1:58080’
[bookmark: _Toc479081063][bookmark: _Toc497492775][bookmark: _Toc534897632]Verifying URL Reservation
1. Open CMD.exe Run as administrator
1. Type ‘netsh http show urlacl’
1. Search through the list for the following entry:
[image: Machine generated alternative text:
Reserved URL 
User: \Eueryone 
Listen: Yes 
Delegate: No 
SDDL: D: (R; 
. https 
: //12?.ø.ø.1 ]
[bookmark: _Toc479081064][bookmark: _Toc497492776][bookmark: _Toc534897633]Manually Add URL Reservation
1. Open CMD.exe, Run as administrator
1. Type ‘netsh http add urlacl url=https://127.0.0.1:58080/ user=Everyone’
[bookmark: _Toc479081065][bookmark: _Toc497492777][bookmark: _Toc534897634]Manually Delete URL Reservation
1. Open CMD.exe Run as administrator
Type ‘netsh http delete urlacl url=https://127.0.0.1:58080/’
[bookmark: _Toc479081066][bookmark: _Toc497492778]

[bookmark: _Toc534897635]Troubleshooting
[bookmark: _Toc479081067][bookmark: _Toc497492779][bookmark: _Toc534897636]WebScan Load Exception: Exception has been thrown…
[image: ]
SOLUTION 1: This can be thrown when there is already an instance of WebScan running, generally caused by the previous instance not existing correctly, or another user logged into Windows and already has an instance of WebScan running.  Using Task Manager, go to the Processes tab and End Process any instance of WebScan.  You will need to select “Show processes from all users” to see if another user is running WebScan.
SOLUTION 2: This has been seen when a file was not applied correctly during installation.  Uninstall WebScan, delete the WebScan folders under “Program Files” and “ProgramData” and reinstall.
[bookmark: _Toc479081068][bookmark: _Toc497492780][bookmark: _Toc534897637]Unable to capture with Firefox, but Chrome and IE work
SOLUTION:  Firefox manages their own certificate stores.  The FIS Certificate Authority must be added to the browser’s list of trusted authorities.  To add the FIS certificate to the list of trusted authorities, use the following steps:
Firefox menus and options may differ depending on the version you are using.
1. Open Firefox.


Open the Options menu:
[image: ]
Select Privacy & Security, scroll to the bottom of the page, and select View Certificates.
[image: ]


Within the “Certificate Manager” panel, go to Authorities | Import.
[image: ]
Browse to the directory where WebScan is installed and open the “certs” folder.  Select the “FISCA.crt” file and click the Open button.
[image: ]


Check both checkboxes on the “Downloading Certificate” panel, then click OK.
[image: ]
This adds the FIS Certificate Authority to the list of trusted authorities.  You can verify by looking for the Certificate Name. Click OK to exit and return to the browser.
[image: ]


You can further verify, by browsing to https://localhost:58080/signalr/hubs and receive a trusted page.
[image: ]
[bookmark: _Toc479081069][bookmark: _Toc497492781][bookmark: _Toc534897638]Browser(s) has never connected to WebScan
SOLUTION 1: Verify the correct domain is configured in Origin Domain Settings.
SOLUTION 2: Verify that you can browse to https://localhost:58080/signalr/hubs.
SOLUTION 3: Add the RDC client domain to the ‘Trusted sites’ browser security zone.
SOLUTION 4: Verify cross domain access is granted to the ‘Trusted sites’ browser security zone.
[bookmark: _Toc479081070][bookmark: _Toc497492782][bookmark: _Toc534897639]Edge on Windows 10 won’t connect
Depending on how Windows 10 is configured, it’s possible that loopback is disabled for Edge.  For Edge to communicate with WebScan correctly, the loopback needs to be enabled.
To enable loopback for Edge, use this command:
CheckNetIsolation LoopbackExempt -a -n="Microsoft.MicrosoftEdge_8wekyb3d8bbwe"
If needed, to disable loopback for Edge use this command:
CheckNetIsolation.exe LoopbackExempt –d –n="Microsoft.MicrosoftEdge_8wekyb3d8bbwe"

image6.png
%) User Account Cantrol |

you want to allow the following program to m

changes to this computer?

Program name:  Setup
Verified publisher: Fidelity National Information Services
File origin: Hard drive on this computer

]

Change when these notifications appear

(%) Show details





image7.png
 WebScan Setup [==]
Forthe folowing comporerts

Microsoft (NET Framework 4.5.1 (86 and 464]

Flease read the following iense agresment. Press the page down key to see the rest
ofthe agreement

IMICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

NET FRAMEWORK 4.5.1 FOR MICROSOFT WINDOWS
OPERATING SYSTEM AND ASSOCIATED LANGUAGE PACKS

IMicrasoft Corporation (or based on where you live, one of its
laffiates) licenses this supplement to you, IFyou are licensed to
luse Micrasoft Windows operating system software (the

‘E‘ iew EUILA for printing

Do you accept the tems of the pending License Agreement?

1 you choose Dorit Accept, nstal il cose. To nstall you st acoept this
sgreement

Acoept Dont Accspt





image8.png
Dourloadog eqitd s

[ 7|
Dowrlosdog e of 1





image9.png




image10.png
Extracting files =]
. ™

Preparing: G:{3a37d6b2580a1dfc7083241sqmapi.dl
Cancel





image11.png
4 Microsoft NET Framewark 45.1 =

Installation Progress n

Please walt uhil the NET Framework i being nstalled. N

NET

Dowrioad progress:

Donloading netfx_Ful LDR 2z

Installaton progress:

Instaling nicessary components for NET Framework





image12.png
15 WebScan

‘Welcome to the WebScan Setup Wizard

The insaller il uide you though the steps requited to install WebScan on your computer.

‘WARNING: This compulterprogram i prtected by copyrightlaw and rtemational reaties.
Unsuthorized duplcation o dstibuton of ths progiam, or any porion of i, may result in severe civi
orciminal penalies, and wil be prosecutec o the masim.m et possible under the low.

Cancel





image13.png
) webscan

Select Installation Folder

The installer vl install WebSean tothe fllowing falder.

Toinstalin this flder, cick."Ne". To nstall 1o a dierent folder, ente it below o click "Browse"”

Folder

[C\Progam FlestFIS WebScari.

Cancel

<Back

s

[ owew

Hext>





image14.png
@ Wesscan - pose sl Config

Updste Setings

Checkfor Updates?

Update URL:

Origin Domains

‘Remote Domain URL:





image15.png
@ Wesscan - post sl Confiy

€ Corfigurationfes copied successfuly!

€ Update XML set successfuly!

€ 0o polcy set sucoessluly!

€ Added WebScanCapturs registy keys successfuly!
© Ao Tnstod oot SSL Caticats sucessuy!

© Ao Pesonal S5L Cticat sucosssiy

) Cotctesboundsuomssy

© UL reservaton added scosssiy

) Added Pt Sytem Ervrrmen Vst succesy

€ WebScan Appication sarted successiuly!





image16.png
) webscan =le]
Installation Complete (=]

‘WebSean has been successfuly instalid.

Clck "Clase" o exit.

Flease use Windows Update to check for any ciical updates to the NET Framework.

Cancel <Back Close.





image17.emf



image18.png
Open File - Security Warning

Do you want to run this file?

Publisher: Fidelity National Information Services
Type: Windows Installer Package.

=

Name: .wnloadsiNiebScaniiebScanCapture _Setup.msi

Fiom CAUsers\DirectadminiDownloadsiebScaniafe.

Aun

Cancel

9] Always ask before opering ths fle

you tust What's the sk

Whil fls fiom the Iteret can be useful, thisfle type can
pateniialy haim your computer. Orly run software fiom publishers





image19.png
WebScan

@ Please wat uhile Windows configures WebSean

Gathering requied information





image20.png
Available Update X
An update is available for download. Clickthe Tnstal

Updates' menuitem to download.





image21.png
Open Log Viewer
Settings
Check For Updates

About

Bt





image22.png
WebScan Updter =

WebScan is up-ta-date!





image23.png




image24.png
Open Log Viewer
Settings
Install Updates

About

Bt





image25.png
%) Useraccount Control =

(] Progommme  WebScanCaptue Update
Verfied publisher: Fdelity National Information Services
File origin: Hard drive on this computer

e

Change when these notifications appear





image26.png
%) Useraccount Control

am to make

(] Progommme  WebScanCaptue Update
Verfied publisher: Fdelity National Information Services
File origin: Hard drive on this computer

To continue, type an administrator password, and then click s,

‘ Adrministrator
‘E Insert a smart card

Show details





image27.png
@ webscan Update le=liE

Download Progress: 447





image28.png
=

Exception at Canfig XML Downloadt
The remote server returned an error: (404) Not Found.

o





image29.png
=

Exception at Installer Downlaad:
The remote server returned an error: (404) Not Found.

o





image30.png
ror =

oK





image31.png
Wesscan

@Rﬂﬂewﬂvﬁiﬂ%ﬂmﬁmwﬁh





image32.png
=

Could not apply updates. User does not have required permissions. Cantactyour
system adrministrator to install updates.

oK





image33.png
Open Log Viewer
Settings
Update Progress: 23%

About

Exit





image34.png
1) webscan

Installing WebScan

‘WebSoan i being instald.

Please wai.

Carcel

<Back

Hext>





image35.png
§5) WebScanCapture Setup.msi




image36.png
) webscan

Confirm Installation

The insalle i ready to install WebScan on your computer.

Clck "Nest"to stat the nstalation,





image37.png
) webscan

Installing WebScan

‘WebSoan i being instald.

Please wai.

<Back

Neit>





image38.png
%) Userccount Control =

[ Progommme  ockma
Verfied publisher: Fdelity National Information Services

File origin: Hard drive on this computer

Change when these notifications sppear





image39.png
1) Webscan Files in Use

=

The follwing applcations are using fles which the installer must update. You can sither close the
applcatons and clck “Ty Agair”. ot clck "Continue” so that the insaller continues the.
instalton, and replaces these fies when you system estats.

[WebS carCapture [Frocess 16 3560)

Ty Again

Continue.

] [ Eminsaton





image40.png
15 WebScan =

Yo must estart your syster for the configuration changes made to WebScan o take.
effect.Cick Yes torestat iow ot No i you lan to manaly restat ater.





image41.png




image42.png
Select Log:

@ WebScan Log Viewer

|

0270672017 1170318
02/08/2017 11:0408
02/08/2017 11-05.05
02/08/2017 11:06:12
02/09/2017 015537
02/09/2017 015619
02/09/2017 015635
02/09/2017 015810
02/09/2017 020333
02/09/2017 020701
02/09/2017 020736
02/09/2017 021607
02/09/2017 022516
02/09/2017 030547
02/09/2017 030602
02/09/2017 030613
02/09/2017 11:3233
02/09/2017 11:36:08
02/09/2017 11:48:37
Ry i i

[ [6oe)
[636221917983586367 »
[636221918487105572
[636221913052884655,
[636221919722291834)
[636222021375203012]
[636222021796798518]
[636222021951217541
[636222022907144773]
[636222026134106354)
[636222026218572259]
[636222028565241 711" =
[636222033674030685,
[636222039164377628]
[636222063476162834)
[63622206:3629502028]
[63622206:3793481638]
[636222733531367960
[636222801663165342]
[636222809171301732]
(6362228031 71301732)

=3 EoR =)





image43.png
@ WebScan Log Viewer

Select Log:

02/08/2017 11:06:12 - (636221 919722291894 ~ [ GetLog

DateTine
» 2o I0e12229
02082017 11:06:12.220
02082017 11:06:12.220
02082017 11:0612.238
02082017 11:06:12.239
02082017 11:06:12.239
02082017 11:06:12.239
02082017 11:06:12.239
02082017 11:06:14.323
02082017 11:06:14.323
02082017 11:0615572
02082017 11:0615572
02082017 11:06:15.837
02082017 11:0615.837

Message

‘WebScarHub recsived InitScan) calfrom remote clint. Sending to WebScanCs.

WebScanCS received IS can()call fom WebScanHub. Sening to WebScanCapturehain
Init Stated

Loading bicap32 df from C:\Program Files\FIS \webScan',

‘buicap32 i loaded

Seting BUIC parameter stings

BUIC parameter stings set.

Caling BUICIit

BUICINt sucoeeded. Iialzing parameters.

Iniaizing paremeters sucoeeded

‘WebScanCS received It canComplete() msg fiom WebScanCapturebdain. Sending to WebScanHub.
‘WebScanHub received InitScanComplete(] msg from WebScanCS. Sendng to remote clet.
‘WebSeanHub received GetScannerrfaf) callfom reme cent. Sending to WebScanCs.

WebScanC received GietScannelniol ca fiom WebScanHub. Sending to WebS canCapturehain o





image44.png
%) Useraccount Control =

[ Progommme  WebScanCaptue Setings
Verfied publisher: Fdelity National Information Services
File origin: Hard drive on this computer

e

Change when these notifications appear





image45.emf



image46.png
@ WebScan Configuration

Seting Type:

(Periisetis )

Parini Setings

Double-Feeding Detecton Enabing
Power or Dbl Feed Detectos
Delay For Double Feed Delectior

Confidznce or DoubleFeed Detestos

Hole Fite Length

Dy ToStat Endorsement
Mas Symbols in MICR Code Line:
Min Document Lenglh

Max Document Length:

=)

£l
El
200





image47.png
@ Wesscan Configuration

Seting Type:

Canon Setings

Enable Double-Feed Detection





image48.png
@ Wesscan Coniguration

Seting Type:
SmartSouroe Seftngs.

‘SmartSouroe Seftings

Base Wit Drectory:

C:\Program Fies (xB6)\FIS\WebScan =
Base Corfig Drectory:

C:\Program Fies (xB6)\FIS\WebScan =
Reader NI Path
C:\ProgramData\FIS\WebScan'\corfigveaderini [ . ]
Endorse INIPath
C:\ProgramData\FIS\WebScan'\corfig\endorseni [ . ]
image NI Path
C:\ProgramData\FIS\WebScan\corfig\mageini [ . ]





image49.png
@ Wesscan Configuration

Seting Type:
[RDM Setings =

"RDM Setings

Enable Double-Feed Detection

Doble-Feeding Detection Senstiviy: 100





image50.png
@ WebScan Configuration

Seting Type:

Oiigin Domain Setings

Remate Domain UAL:

Add
Domain

Remave
Selected

SE=

Update





image51.png
@ WebScan Configuration

Seting Type:

Oiigin Domain Setings

Remate Domain URL:
itps: /v fsglobal co|

SE=





image52.png
@ WebScan Configuration

Seting Type:

Oiigin Domain Setings

Remate Domain URL:

SE=

ips: 7w global com





image53.png
Resar e ]

WebScan st be restarned for these changes o take efect. Would you ke 1o
resan WebScan now?

) (ton)





image54.png
@ WebScan Configuration

Seting Type:

Oiigin Domain Setings

Remate Domain URL:





image55.png
@ Wesscan Confguration

Seting Type:

Updater Settings.
Checkfor Updates?

Update URL:
itps://wwn isgobal com/WebScanUpdate.





image56.png




image57.png
Open Log Viewer

Check For Updates

View Updater Status





image58.png
@ vesscancapture Upster Saus

Last Update Check: 06212018 13:00:44
Stats:
“The remote server etumed an eror: (404) Not Found |

o]





image59.emf



image60.png
i WebScan
b Scanner Demo Form

@ Webscan (Admin)
@ Webscan

4 Back

Search programs and files F)





image61.png
[

i WebScan Capture Scanner Test

‘Soanner Status

———— N

Endorsement Text:  Sample Text - <C>

Settings

Pl
uence Star phocc
Sea Stat: 12345 ‘Serial Number:
o ]
o B
Network Scan URL: hitp://ocahost:8080 |
=
= B —
E =0 MICR:

Sequence #





image62.png
Digtal Check TelerScan
Canon CR135 4 CR19
Canon CR180

Canon CR 504 CR80
Buroughs SmatSource.
Panin .Deal

Epson S2000/53000
Canon CR254 CR55
Epson TH-51000
Canon CR120 4 CR150
DM

TWAIN Ul

TWAN DLM

TWAIN FXD

Native Import

Panini Network




image63.png




image64.png
[ meesrccainosesaososigns: X
& © C | @ Secure | https//localhost58080/signali/hubs *

s
= ASP.NET SignalR JavaScript Library v2.2.0
= http://signalr.net/

* Copyright Microsoft Open Technologies, Inc. ALL rights reserved.
* Licensed under the Apache 2.0
* https://github. con/SignalR/signalR/blob/master/LICENSE .nd

=

/17 <reference paths"..\..\SignalR.Client.J5\Scripts\jquery-1.6.4.
717 <reference path="jquery.signalR.js" />
(function (3, window, undefined) {

717 <param name="$" type="jQuery" />

“use strict”;

if (typeof ($.signalR) l== "function”) {
throw new Error("SignalR: SignalR is not loaded. Please ensure
jouery.signalR-x.js is referenced before ~/signalr/js.");

var signalR = $.signalR;

function makeProxyCallback(hub, callback) {





image65.png
Issued To Issued By Expiration Date _ Intended Purposes Friendly Name
Tllocahost FIS Certificate Authority 9037 Server Authentication <Nones




image66.png
Issued To Issued By Expiration Date _ Intended Purposes Friendly Name
SIFIS Certificate Authority FIS Certficate Authority s Server Authentication, Client... <None>




image67.png
SL Certificate hindings

127.9.0.1:58080
4dbc 4057 dbhFc721£9181822134ah99F884E 190
(12345678-ab70-4h60-8H61-38 Faf 2636b >

'y Client Certificate Revocation  : Enabled

Uerify Revocation Using Cached Client Certificate Only  : Disabled
Usage Check i Enabled

Revocation Freshness Time : @
URL Retrieval Timeout ]
Cel Identifier

Ctl Store Name

DS Mapper Usage  :
Negotiate Client Certificate  : Disabled





image68.png
Reserved URL : https://127.0.0.1:58080,
User: \Everyone
Listen: Yes
Delegate: No
SDDL: Dz (A3 3GH333UD>




image69.png
=

WebScan Load Exception: Anather instance of WebScan is aeady running
Ensure that WebScan has been clased by al other users and try again

oK





image70.png
n @ =

[= - e

©0 e Prvets Window Cossinep

Zom = (o 42
o
N ereey >
& sacons Catesniten
2 optons
7 cusomaa.
Open e, ano
SovePage . ans
B o
Q i in This page. e
Vore >
Web Deveioper >
@ er >

s cutsshinQ





image71.png
Qe o B

General

Home.

Search

Privacy & Security

Firefox Account

Firefox Support

eceptive Lontent ana Langerous Software Protection

' Block dangerous and deceptive content Learn more
' Block dangerous downloads

| Warn you about unwanted and uncommon software

Cer

icates.

When a server requests your personal certificate
Select one automatically

@ Askyou every time

' Query OCSP responder servers to confirm the current validity of certificates

O it in Options

View Certificates...

Security Devices...





image72.png
Certificate Manager

Your Certificates People  Servers  Authorities

You have certificates on file that identify these certificate authorities

Certicate Name Security Device o
SAC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token A

View, Edit Trust, Import.. | Export. Delete or Distrust,





image73.png
< 0SDisk (C:) ¥ Program Files (86)  FIS » WebScan » certs < [ 43 || search certs: )
g

Organize v New folder

*r Name Date modified Type Size

B Downloads CiFsCAct A8 23PM Security Cerficate 3K8
B Recent Places

B pesktop





image74.png




image75.png
Certificate Manager

Your Certificates People  Servers  Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device 3

oFidelity Information Services

5 Certificate Authori Software Security Device

SFNMT-RCM [E]
AC RAIZ FNMT-RCM Builtin Object Token

GeoTrust Inc.
GeoTrust Global CA Builtin Object Token 4
View..  EditTrust. — Import.  Export.  Delete or Distrust..

ok





image76.png
(©)»> ¢ o | @ @& mpssiocamosssosozsignaimub: B - 7| in ©

7
ASP.NET SignalR JavaScript Library v2.2.0
notp://signalr.nes/

Copyright Microsoft Open Technologies, Inc. ALl rights reserved.
Zicensed under the Apache 2.0
nttps://github.con/SignalR/SignalR/blob/master/LICENSE md

/// <reference path=v..\..\SignalR.Client.JS\Scripts\jguery-1.6.4.3s" />
/// <zeference path="jquery.signalR.js" />
(function (§, window, undefined) {

/// <param name=rs" type=niQuery" />

nuse strictt;

if (sypeof (S.signalR) neunctiont) (
throw new Error("SignalR: SicnalR is not loaded. Please ensure jguery.signalR-x.3s
is referenced before ~/signalr/3s.");
B





image1.jpeg




image4.jpg




image5.png
)

.

99000 0
//' I

Jﬁ





image2.jpeg




image3.png
90800
Empowering —— HS
the Flhanecla YWorld




